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ProxySG TechBrief — Proxy Chaining

What is Proxy Chaining?

The Blue Coat ProxySG provides the basis for a robust and flexible proxy solution. In addition to
web policy management, content filtering, ad blocking and web content virus scanning for
network protection, companies can implement a proxy hierarchy, enabling networks to scale their
remote locations infrastructure. The feature known as Advance Forwarding enables the Blue
Coat ProxySG to implement a proxy hierarchy. Coupled with powerful caching, the Blue Coat
secure proxy appliance provides organizations with a best-of-breed solution to leverage their
network.

Why implement Advanced forwarding with Blue Coat?

Advanced Forwarding with the Blue Coat ProxySG provides flexibility for network administrators

when defining scalable proxy hierarchy designs. The following key features can be implemented:
Forwarding to an upstream ProxySG based on domain, URL, or IP address

Load balancing of multiple upstream ProxySG appliances

L3, L4 and L7 health checks of the upstream ProxySG appliances

How to Implement Advanced Forwarding?
The following network designs can be implemented:

Forwarding to single upstream ProxySG
Forwarding to a group of upstream ProxySG appliances with load balancing

Defining a Health Check on the upstream ProxySG
There are three steps to implement Advanced Forwarding for each of these designs:

Configure Advanced Forwarding hosts
Verify your configuration

Test the configuration



Forwarding to a single upstream ProxySG
The following diagram represents the network layout of this solution
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Step 1 — Configuring Advanced Forwarding Host

Connect to the command line interface (CLI) of the ProxySG using a Telnet or SSh terminal and
type:

enabl e

<enter your enable password> (by default adm n)

conf t

f orwar di ng

create <proxyalias> <ip address of the upstream proxysg>
ht t p=<pr oxy port> proxy

This will forward all the requests from the Local ProxySG to the Central ProxySG.

Step 2 — Verify your configuration

Via the CLI, type:

show f orwar di ng



The following should be displayed on your screen:

195.149.44.49 - Blue Coat SGL10#(config forwarding)show for
downl oad- vi a-f orwar di ng: enabl ed
Connection attenpts to forwardi ng hosts fail: closed.
Forwar di ng Groups: (* = host unresol ved)
No forwarding groups defined.

I ndi vi dual Hosts: (* = host unresol ved)

par ent - pr oxy 195. 149. 44. 102 htt p=80 def aul t
Load bal anci ng hash: donmain
Load bal anci ng nethod: no

Host affinity nmethod (non-SSL): no

Host affinity nmethod (SSL): no
Host affinity timeout: 30 minutes

In this example the local ProxySG is 195.149.44.49 and the upstream ProxySG is
195.149.44.102 with the name upstreamproxy.

Step 3 — Test your configuration

To validate that proxy chaining is working, enable URL logging by going to the Blue Coat
management interface and typing:

Blue Coat Management GUI | Access Logging Category | Default Facility | check Squid
facility

Now, look at the Appliance’s current logs by typing the following:

Blue Coat Statistics GUI | Access Logging category | Log Facility tab | Select Main
Observe the last couple entries so you can recognize the fields

DEFAULT_PARENT/ Upst r eanSecuri t yGat ewayl PAddr ess



Forwarding to a group of upstream ProxySG

The following diagram presents the network layout of this solution
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Step 1 — Configuring Advanced Forwarding Host

Connect to the CLI of the ProxySG using a Telnet or SSh terminal and type in:

enabl e

<enter your enable password> (by default adm n)

conf t

forwar di ng

create <parentl1> <ip address of the upstream proxysgl>
ht t p=<proxy port> group=groupl proxy



create <parent2> <ip address of the upstream proxysg2>
htt p=<proxy port> group=groupl proxy

Note : by default the load balancing mechanism is a hash based on the domain. This can be
modified via the following CLI command:

Load- bal ance hash wurl | domai n>

| oad- bal ance <l east -connecti ons| r ound-robi n>

Step 2 — Define the forwarding Policy

Launch The VPM and create a forwarding layer



Select the Action, right click, select SET, then NEW, and finally Select Forwarding

Then click, Use Forwarding, and select the configured group name — in our example groupl

Click OK twice and then Install



Step 3 — Test your configuration

To validate that Proxy Chaining is working, enable URL logging

Blue Coat Management GUI | Access Logging Category | Default Facility | check Squid
facility

Look at the Security Appliance’s current logs

Blue Coat Statistics GUI | Access Logging category | Log Facility tab | Select Main

Observe the last couple entries so you can recognize the fields

DEFAULT_PARENT/ Upst r eanSecuri t yGat ewayl PAddr ess



Defining Health Check on the upstream ProxySG

The following diagram presents the network layout of this solution
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Step 1 — Configuring Health Check for an existing

Connect to the CLI of the ProxySG using a Telnet or SSh terminal and type in:

enabl e
<enter your enable password> (by default adnin)



conf t
heal t h- check
forwarding type http http://ww. yahoo.com

This will forward all the requests from the Local ProxySG to the upstream ProxySG. Moreover the
local ProxySG will request http://www.yahoo.com and expects to get a response back to consider
its upstream ProxySG available. If the upstream ProxySG responds with a 503 Unavailable code,
it will be considered as down, because this means that the upstream ProxySG cannot retrieve
http://www.yahoo.com.

Step 2 — Verify your configuration

Via the CLI, type:

show heal t h- check

The following will be displayed:

195.149.44.49 - Blue Coat SGL10#(config heal t h-check)show heal t h-
checks

Forwardi ng @ obal Health Check Settings:

Enabl ed - yes

Type - http

bj ect - http://ww. yahoo. com

Interval (in seconds) - 60

Fail count - 5

SOCKS Gat eways G obal Health Check Settings:
Enabl ed - yes

Type - Layer-4

Interval (in seconds) - 60

Fail count - 5

Forwar di ng Health Check Statistics

| P Addr ess Por t Successes Failures Current State
195. 149. 44.2 8080 10 0 Up
195. 149. 44. 3 8080 10 0 Up

In this example the local ProxySG is 195.149.44.2 and the upstream ProxySG is 195.149.44.3.
The upstream ProxySG is available.

Conclusion

The ProxySG can be configured to use advanced forwarding which allows a security
administrator to create a hierarchy of appliances to provide services at all levels of a company’s
infrastructure.
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