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ProxySG TechBrief – Native FTP Proxy 
 
 
 
 

Bluecoat FTP Service… FTP Proxy  
What is a Native FTP Proxy? 
The Blue Coat ProxySG serves as a proxy between FTP clients, such as WSFtp and FTP origin 
servers allowing these applications to be channeled and controlled through the Blue Coat appliance. 
Additionally, FTP proxy services are provided on the ProxySG for authentication purposes. 
 

Note: FTP requests sent through the HTTP proxy are still valid as in previous releases.  
Configuring an FTP proxy requires ProxySG configuration and specific configuration 
of the FTP client. Note that the service must be enabled on the ProxySG before it can 
be used.  

 

Controlling FTP Applications 
In the following example FTP is authenticated via Windows NT active directory and FTP methods are 
controlled on the ProxySG. FTP methods are commands that access the server to read data or 
modify data, for example. For this example, the following users are logged and the FTP methods will 
be controlled. This example will have the following components: 
 

User: Pooh is allowed all FTP methods  
User: Tigger is denied FTP methods ‘delete’ and ‘remove directory’\] 
WS_FTP Pro will be used for the FTP application 

 
Logging of FTP access and FTP protocol methods is accomplished through the ProxySG 
access log facility. All users will be authenticated. 

 

Step 1: Enabling the Native FTP Proxy  
By default, an FTP service is automatically created on the ProxySG with explicit and transparent 
attributes, but it is disabled. A security administrator must enable the FTP port on the appliance 
before it can be used.  
 
To create and enable a native FTP port service from the Management Console follow these 
steps:  
 

A. On the Blue Coat management console select Configuration>Services>Service Ports 
B. Click New; the Add Service dialog appears 
C. In the Protocol drop-down list, select FTP 
D. The default IP address value is All. To limit the service to a specific IP, select the IP from the 

drop-down list 
E. In the Port field, specify a port number; select Enabled 
F. Choose the attributes you want the FTP proxy to use such as: Explicit, Transparent, or both 
G. Click Ok; Click Apply.  
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Sample FTP proxy port configuration  

 
 
 
Note: The IP address, in this test, is the virtual IP address used for fail over between two 
Blue Coat appliances: ProxySG 1 and ProxySG 2. Thus each proxy must be configured 
exactly the same. 

 
Step 2: Configure the FTP Client 
The next step is to configure the FTP client with the relevant configuration. This example is using the 
WS_FTP Pro client as shown in the example below: 
  

A. For Host information, enter the IP address of destination server and FTP username 
B. Enable firewall / Proxy 
C. For proxy authentication, select USER remoteID@remoteHost fireID and specify a proxy 

username and password.  
 
The following examples show the configuration for the WS-FTP client. Under global options chose 
Firewall then edit type.  
 
 

WS-FTP 
global firewall / 
proxy 
Configuration 
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Connection configuration 
specifying the firewall / 
proxy from above 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

 
Step 3 View the WS-FTP connection status log and verify the Blue Coat 
FTP Service reply 
The following trace shows the WS-FTP connection status log reply and illustrates successful 
communication between the client and the Blue Coat ProxySG. 
 

Connect i ng t o 192. 168. 1. 223: 21 
Connect ed t o 192. 168. 1. 223: 21 i n 0. 000000 seconds,  Wai t i ng f or  
Ser ver  Response 
220 Bl ue Coat  Ft p Ser v i ce.  
USER admi n@192. 168. 1. 23 
331 Passwor d r equi r ed f or  admi n.  
PASS * * * *  
230 User  admi n l ogged i n.  
Host  t ype ( I ) :  Mi cr osof t  NT 
PWD 
257 " / "  i s  cur r ent  di r ect or y.  
TYPE A 
200 Command okay.  
PORT 192, 168, 1, 200, 9, 238 
200 PORT command successf ul .  
LI ST 
150 Fi l e st at us okay;  about  t o open dat a connect i on.  
t r ansf er r ed 1765 byt es i n 0. 100 seconds,  137. 692 Kbps (  17. 212 
KBps) ,  t r ansf er  succeeded.  
226 Tr ansf er  compl et e,  c l os i ng dat a connect i on.  
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Step 4: Configure the FTP Methods 
In the Visual Policy Manager (VPM), you may configure the ProxySG to allow or deny FTP methods.  
 

A. Add a rule in the Web Access Layer 
B. Chose service type > New Protocol Methods > FTP  
C. In the following example FTP methods delete and remove directory are denied. 

 
 

 
VPM rules and ordering: The specific rules are first for Pooh and Tigger. Subsequent rules are more 
general. 
 
 
 



 

5         Technical Brief  

 
 
 
 
Step 5: Observe the ProxySG Access Logs 
The following access log information shows the connection made by user Pooh and the file transfer 
process. 
 
Pooh logs on and is authenticated via ProxySG NTLM realm 
Pooh also transfers files from 192.168.1.23 
 
 1 192.168.1.200 -/0 0 OPEN FTP://192.168.1.23/ Pooh NONE/- - 
1062937087.023      1 192.168.1.200 -/0 0 USER FTP://192.168.1.23/ Pooh NONE/- - 
1062937087.030      1 192.168.1.200 -/0 0 PASS FTP://192.168.1.23/ Pooh NONE/- - 
1062937087.036      1 192.168.1.200 -/0 0 ACCT FTP://192.168.1.23/ Pooh 
DIRECT/192.168.1.23 - 
1062937087.044      1 192.168.1.200 -/0 0 PWD FTP://192.168.1.23/ Pooh 
DIRECT/192.168.1.23 - 
1062937087.050      1 192.168.1.200 -/0 0 REST FTP://192.168.1.23/ Pooh 
DIRECT/192.168.1.23 - 
1062937087.079      1 192.168.1.200 -/0 0 REST FTP://192.168.1.23/ Pooh 
DIRECT/192.168.1.23 - 
1062937088.731      1 192.168.1.200 -/0 0 TYPE FTP://192.168.1.23/ Pooh 
DIRECT/192.168.1.23 - 
1062937088.734      1 192.168.1.200 -/0 0 PORT FTP://192.168.1.23/ Pooh 
DIRECT/192.168.1.23 - 
1062937088.910    170 192.168.1.200 TCP_TUNNELED/226 0 STOR 
FTP://192.168.1.23/COMPLETE.wav Pooh DIRECT/192.168.1.23 - 
1062937102.918      1 192.168.1.200 -/0 0 PORT FTP://192.168.1.23/ Pooh 
DIRECT/192.168.1.23 - 
1062937103.110    191 192.168.1.200 TCP_TUNNELED/226 0 STOR 
FTP://192.168.1.23/CONNECT.wav Pooh DIRECT/192.168.1.23 - 
1062937103.122      1 192.168.1.200 -/0 0 PORT FTP://192.168.1.23/ Pooh 
DIRECT/192.168.1.23 - 
1062937103.310    187 192.168.1.200 TCP_TUNNELED/226 0 STOR 
FTP://192.168.1.23/ERROR.wav Pooh DIRECT/192.168.1.23 - 
1062937103.322      1 192.168.1.200 -/0 0 PORT FTP://192.168.1.23/ Pooh 
DIRECT/192.168.1.23 – 
 
Tigger is also authenticated via the ProxySG NTLM realm and denied  FTP methods of delete and 
remove directory 
 
 
1062942772. 290    144 192. 168. 1. 200 - / 226 0 LI ST 
FTP: / / 192. 168. 1. 23/ t est di r ect or y/  Ti gger  DI RECT/ 192. 168. 1. 23 -  
1062942838. 246      1 192. 168. 1. 200 - / 0 0 CDUP FTP: / / 192. 168. 1. 23/  Ti gger  
DI RECT/ 192. 168. 1. 23 -  
1062942838. 247      1 192. 168. 1. 200 - / 0 0 DELE 
FTP: / / 192. 168. 1. 23/ COMPLETE. wav Ti gger  DI RECT/ 192. 168. 1. 23 -  
1062942869. 762      1 192. 168. 1. 200 - / 0 0 DELE 
FTP: / / 192. 168. 1. 23/ COMPLETE. wav Ti gger  DI RECT/ 192. 168. 1. 23 -  

FTP 
methods 
NTLM 
authenticat
ed user 

File 
transferred 
For user 
Pooh 
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1062942877. 738      1 192. 168. 1. 200 - / 0 0 DELE 
FTP: / / 192. 168. 1. 23/ ERROR. wav Ti gger  DI RECT/ 192. 168. 1. 23 -  
1062942898. 191      1 192. 168. 1. 200 - / 0 0 CWD FTP: / / 192. 168. 1. 23/ I M Ti gger  
DI RECT/ 192. 168. 1. 23 -  
1062942898. 302      1 192. 168. 1. 200 - / 0 0 PWD FTP: / / 192. 168. 1. 23/  Ti gger  
DI RECT/ 192. 168. 1. 23 -  
1062942898. 305      1 192. 168. 1. 200 - / 0 0 PORT FTP: / / 192. 168. 1. 23/  Ti gger  
DI RECT/ 192. 168. 1. 23 -  
1062942898. 490    184 192. 168. 1. 200 - / 226 0 LI ST FTP: / / 192. 168. 1. 23/ I M/  
Ti gger  DI RECT/ 192. 168. 1. 23 -  
 
 
 
 
Conclusion 
Using the ProxySG and the FTP proxy, an administrator can control and authenticate users before 
allowing them to transfer files over their network using FTP. The ProxySG allows policy controls, 
called methods, to limit which areas of functionality are allowed by the user. These features provide a 
greater level of security when users attempt to transfer files using FTP. 
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