
VIPRE Enterprise:
High-performance Next-generation Total Malware Protection

ENTERPRISE

VIPRE Enterprise combines 
antivirus, antispyware, anti-rootkit 
and other technologies into a 
seamless, tightly-integrated product.  
Starting with a blank slate, Sunbelt 
architected VIPRE to incorporate the 
best ideas for dealing with malware 
in the most comprehensive, highly 
efficient manner. The result is a 
clean, fast, and powerful 
anti-malware solution designed “by 
admins for admins”.

Proprietary antivirus and 
antispyware detection engine 
uses all-new technology
At VIPRE’s core is an antivirus and 
antispyware engine that merges the 
detection of all types of malware into 
a single, efficient, and powerful 
system. The new technology was 
developed exclusively by Sunbelt, 
without building on older generation 
antivirus engines. VIPRE Enterprise 
utilizes a high speed threat scanning 
engine that can scan large volumes 
of information for malware threats in 
a short period of time with limited 
performance impact on the end 
user's PC. 

Centralized management
VIPRE Enterprise has been built 
from the ground up for real-world 
enterprise malware remediation. 
VIPRE Enterprise’s central 
management console allows you to 
access and control agent 
configuration and deployment, threat 
database updates, quarantined 
spyware, agent policies, scan 
scheduling, and recommended 
actions to detected malware threats. 
The management console provides 
four customizable dashboards for 
at-a-glance views of scanning and 
remediation activities that show 

Active Protection incorporates a 
number of detection methods to 
protect the user including classic 
signature detection and heuristics.  
Additionally, a new malware analysis 
technology, MX-Virtualization™ 
("MX-V"), provides a compact, 
high-speed virtualized Windows 
environment integrated directly into 
VIPRE which performs rapid 
behavioral analysis of potential 
malware. The integration of MX-V 
helps protect users from unidentified 
or new variants of malware. The 
combination of all these techniques 
provides an extraordinarily powerful 
level of real-time protection to the 
user.

Advanced anti-rootkit 
technology
VIPRE’s anti-rootkit technology finds 
and disables malicious hidden 
processes, threats, modules, 
services, files, Alternate Data 
Streams (ADS), or registry keys on a 
user’s system.  Removing rootkits is 
supplemented by VIPRE’s FirstScan™, 
which runs at the system’s boot time. 
FirstScan bypasses the Windows 
operating system, to directly scan 
certain locations of the hard drive for 
malware, removing infections where 
found.

High performance with low 
impact to system resources
User surveys show the biggest 
frustration with existing anti-malware 
solutions is bloat and high resource 
usage. VIPRE addresses these 
concerns.

overall system health and 
performance.

Malware Command Center
These configurable dashboards 
enable you to easily create a 
customized “malware command 
center” that gives instant access to 
your most used reports and policy 
controls. Deployment throughout 
your organization is seamless, 
featuring an intuitive policy-based 
user interface with multiple methods 
to deploy transparently.

Real-time monitoring with 
Active Protection™
VIPRE’s Active Protection delivers 
real-time monitoring and protection 
against known and unknown 
malware threats. Active Protection 
works inside the Windows kernel, 
watching for malware and stopping it 
before it has a chance to execute on 
a user’s system.  

Configurable dashboards enable you to easily create a
customized “malware command center”

Dashboard

Kiss your antivirus bloatware goodbye... Finally! Powerful endpoint malware
protection that isn’t a resource hog! VIPRE Enterprise is a revolutionary new
approach, built from scratch as the all-in-one antivirus, antispyware, anti-rootkit
solution. Fast, powerful, easy-to-manage – with low impact on system resources!
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